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So... Five computers!

"I think there is a world market for about five computers” —
Remark attributed to Thomas J. Watson (Chairman of the
Board of International Business Machines) —1943

"... In a sense, says Yahoo Research Chief Prabhakar
Raghavan, there are only five computers on earth. He lists
Google, Yahoo, Microsoft, IBM, and Amazon. Few others, he
says, can turn electricity into computing power with
comparable efficiency ...”

From Google and the wisdom of clouds, by Steven Baker - BusinessWeek.com

7T S

()
A
O]
(4 %H [ @;’ 17777 -
ML ] f 7727

l*i
o
s
/!

%\
[
||

|




Who We Are
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Theoretical Practi

“Java, Agents, and Chronic Infections”, g
IEEE Aerospace Conference 1998, Healton, kyyb':\.g, anc

"Web Infections and Protections”, |
|IEEE Aerospace Conference 1998, Healton, et g‘aflta.
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SIMPLY EXPLAINED - PART 17:
CLOUD COMPLITING




Living in the Hlu: T Virtuc

© Randy Glasbergen
www.glasbergen.com
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“You should have been here back in the old days before cloud computing.”
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Cloud Computing

Having secure access to all your applications and data from any network device




Coming Soon
Picasa/Flickr/Photos/Photoshop (Splashup, Pixlr, etc.)

Project Management (lots of choices) / project support (basecamp, git)
Common Bill Pay (Mint.com)

More than a blackboard (MITOpencourseware (MIT), Open Learning Initiative
(Carnegie Mellon University), Open Yale Courses (Yale University), Stanford
Engineering Everywhere (Stanford University), UOnline (University of Utah)

Almost there
Ticketing / TicketMaster /Live Entertainment/AEG
OpenTable
Intuit
Governments

Already There
Travel — Travelocity, Orbitz, Expedia, TripAdvisor
Shopping —amazon, ebay, yahoo, buy.com, real estate
Online suites - zoho, google, microsoft
Mapquest / Google Maps / SmartPhone GPS
eBooks / eMags [ ePodCasts
Payroll / Personnel [ Personal Finance
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Cloud Managing Environment
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Infrastructure (MW Platform. DB, Software) for Service Products
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[ Virtual Servers ]:P ( YWirtual Natworks

Physical Servers/Storage/Network Infrastructure
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Data Center Locations
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Value Visibilityto End Users

Architects

SalesForce.com,
Google Mail, Geogle Docs
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Google Apps Engine, Amazon

Web Services (w/ basic web stack)
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Infrastructure as a Service (laasS)
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¥ 125 - Infrastructure as a Service Cloud provider offers IT

( Service Provided, Dynamic Licensing,  Variable Expense,  Speed to Market ) infraStrUCture (CompUte, Storage,
network, etc.) to customers

Virtualization is leveraged to
dynamically combine resources in
order to build and deliver ad hoc
systems to the customer

Customers deploy their own
software environment (i.e. virtual
machine images) to run on these
systems

2
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Resources used by customers can
grow and shrink on demand

( Client Responsibility, Control, Fixed Licensing, Fixed Capital, Learning Curve )

David Williams

Some or all of the data resides
remotely Examples:



Who Are the Major Cloud Players?

Webex Connect Google"

amazon £ Windows Azure

webservices™

Microsoft

IT FOUNDATION O
v~ redhat,
~ Linux




LAST YEAR WE
RECOGNIZED THAT OUR
PROCESSES WERE FAR

TOO COMPLEX

S0 WE PUT THEM
INTO THE CLOUD

LET THE CLOUDS MAKE YOUR LIFE EASIER




Tiers

Domain Name
Services (DNS)

Load Balancing
Application
Database

Disaster Recovery

Geographic
Dispersal
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implicity in the Clo

Yes, Mr Jones -
| I am just uploading the |
| last of the files now. |

AGENT-X COMICS & WWW AGENT-X.COM AU
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“I don’t know much about cloud computing,
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but I think it might be responsible for
the strange weather we're having.




6 Worst Cloud Security Mistakes

1. Assuming the cloud is less secure than your data
center.

2. Not verifying, testing, or auditing the security of your
cloud based service provider.

3. Failing to vet your cloud provider’s viability as a
business.

4. Assuming you're no longer responsible for securing
data once it's in the cloud.

5. Putting insecure apps in the cloud and expecting that
to make them more secure.

6. Having no clue that your business units are already
using some cloud-based services.

Source: Darkreading [5]



Risks in the Cloud

Privileged User Access | e O
- Risk Mz
w9
Data Segregation \
Data Recovery |

Investigative Support

ment

Choice of Security

Isolation of
Critical Data

Redundant Data

Secure Logging pror-w
Infrastructure

Regulatory Compliance

Data Location \

Disaster Recovery
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Request

. Approval

PRIVILEGED
Re-request = = USER
LIFECYCLE

Auto-Revoke

= Doesthe sys
Facebook s
Docs?
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ackups secure?




bwit.
When do you own your

content (video, pictures,
music)? Licenses only?

When do original works get
protected? (Authors,
musicians, photographers)

Are corporate files private
from competitors? Even when
restored?

Are my system images private
on a cloud server?

Who owns your crypto keys?
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Clouding tk

FISA Orders 1979-2007

W Applications
Presented
Applications
Approved

© Applications
Rejected




Clouding the Iss

Platform as a Service (Paas)

Security and Compliance

Infrastructure as a Service (laa$)

Virtualization layer
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OUR DISASTER
RECOVERY PLAMN

GOES SOMETHING
LIKE THIS. ..

wanw dilbert.com  scotadamsfscl com

feats, Ing.

#isloe @ 2000 United Featuse Synd

| { SOMEDAY LJE
HOPE TO HAVE
A BUDGET.
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ngrlght j 2888 United Feature Syndicate, |lnc.
Fedistribution in whole or in part prohibi ted







Spam and Phishing

“The Classics”

Targeted Attacks
Epsilon
Provider of Fortune 500 Opt-In
mailing list data
Targeted for Phishing

Remote control software
installed

Extracted 5o companies mailing
lists

Sony
Shutdown PlayStation Network

Extracted credit card list for 77
Million users




R5A SecurlD

RSA SecurlD SD6&00

RSA SecurlD

R5A SecurlD SD200

RSA SecurlD
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RSA SecurlD 5D520

BlackBerry with
RSA SecurlD software token
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SSL & Certificates

Weak hashes still accepted
“Public” CA procedures
Little public understanding

CA compromised: Comodo
Multiple compromises
SQL Injection Attack

Issued g SSL certificates to an Iranian

hacker via a “normal” un-audited
CO-M-0-D-0 request mechanism

EV S5L 5ITE
AUTHENTIC & BECLRE

Browser Issues - certificates



CLOUD" wias A HUGE, AMDRPHOUS
NETWORK. OF SERVERS SOMEWHERE.

YERH, BUT EVERYONE BYS |2
SERVER TIME FROM EVERYDNE. |

ELSE. INTHE END, THEYRE

WHAT IF SOMEDNE TRiFs o IT?

( WHE WOULD WANT TO Do THAT?
IT SOUNDS UNPLERSANT,

OF ColR<e. IT | | UH. SomeTMEs PEORE t
HAs TOREACH | | DO STUFF BY ACCIDENT,

THE SERVER, I DONT THINK
AND THE SERVER




Partly Sunny, Partly.C
Provider _____|Duration _[Cavse

Amazon — EC2 Days Failure in EBS (non-SLA)
Microsoft-Outlook Hrs/Days Multiple failures from cloud, DNS, and
attacks
Google — Gmail 2.5-20 hours Undisclosed (99.99% SLA)
- Skype - VoiP 2 days Microsoft code update
. Vmware — Cloud Foundry 4-5 hours Cascade error in cloud admin
Google - Blogger 20 hours Data Corruption
Sony - PSN 3 weeks Hack attack
Twitter 1-2 days API failure to perform
Dig Hrs-days Migration from MySQL to Cassandra
Wordpress 1-6 hours 10 million blogs hit by configuration
change

2-4 hours

Facebook Configuration change




Constant Vigilance!!!

Clouds are not a panacea
— just a logical extension

Be paranoid
Analyze before
Implement carefully
Monitor continuously

Watch out for social
engineering issues

Be prepared for change —
even after you “go live”
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Just because you are
paranoid, does not

mean they aren’t out
to get you!

PARANOIA

Just a heightened state of awareness

PARANOIA

Security cameras packing heat. That's just what we need.

o/ MotivatedPhotos.co



- ' -"- . -
= I

Contact Informat ﬁ.'

'bh" *1' . ‘!’* B
« Bruce Hez Itq,p |
bhealton@extra \ce.com

o
~'r N

o
!
A
r i»
?T ! Y
5
L]




